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Relationship between knowledge, 
perception of competence and teachers’ 
performance against cyberbullying
Relación entre el conocimiento, la percepción de competencia 
y la actuación de los profesores frente al ciberacoso

ABSTRACT

Cyberbullying is a social phenomenon with serious consequences for those who suffer it and the degree of knowledge and 
action of teachers is key to its prevention and intervention. The objective of this research was to examine the relationship 
between teachers’ knowledge, perception of competence, and performance against cyberbullying in a sample of 258 post-
graduate teachers of different nationalities. An ad hoc questionnaire was designed, and its properties were evaluated using 
the confirmatory factor analysis technique. To evaluate the predictive capacity of the different variables on cyberbullying 
behaviour, a logistic regression analysis was carried out. The results show that teachers with high scores in knowledge and 
perceived competence were more likely to act in cases of cyberbullying. These results highlight the need to strengthen tea-
cher training curricula for cyberbullying training to achieve positive interventions against cyberbullying in schools. Future 
research should continue to examine the predictive factors associated with successful action.
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1. INT   RODUCTION
Cyberbullying is reported as an aggressive, intentional act carried out by a group or individual, using elec-

tronic forms of contact, repeatedly and over time against a victim who cannot easily defend him or her-self 

(Smith et al., 2008). Although the prevalence rate varies from country to country and also depends on the 

measurement instruments, overall, according to the latest data in the European Union (Cosma et al., 2024), 

15% of adolescents (around 1 in 6) have experienced cyberbullying, with the rates closely aligned between 

boys (15%) and girls (16%). This represents an increase over 2018, from 12% to 15% for boys and 13% to 

16% for girls. Although most current studies analyze cyberbullying at the secondary education stage, it 

has been shown that the roles of cybervictim and cyberbully can arise from the primary education stage, 

and teacher training and collaboration between families and the school is necessary (Chicote-Beato et al., 

2024; Flores et al., 2020).

Of the protective factors identified to decrease the likelihood of cyberbullying include individual fac-

tors such as higher self-esteem, strong ties at the family level, a high degree of emotional intelligence, and 

environmental factors such as residence in safer neighborhoods and a positive school climate including 

teacher involvement (Kowalski et al., 2019). In this sense, there is a clear gap in the scientific literature when 

it comes to studying variables that might predict positive teacher involvement in cyberbullying cases. Al-

though studies have been developed that analyse cyberbullying in relation to teachers, most of them focus 

on studying the perception that teachers have of this phenomenon (Compton et al., 2014; Giménez-Gualdo 

et al., 2018; Gradinger et al., 2017; Green et al., 2016; Huang & Chou, 2013; Mishna et al., 2020; Monks et al., 

2016; Redmond et al., 2018; Samara et al., 2020; Sigal et al., 2012; Yot-Domínguez et al., 2019). To a lesser 

extent, teacher performance in the face of cyberbullying has been studied (Macaulay et al., 2018; Nappa et 

al., 2020), teacher knowledge of cyberbullying (Campbell, et al., 2018; Redmond et al., 2020) and even the 

success of some programmes for teachers to improve coping with cyberbullying has been investigated (Del 

Rey et al., 2019; Guarini et al., 2019), however, little is known about predictors that might influence teachers’ 

encouragement to take action when they observe or are alerted to cyberbullying at school. In this regard, 

RESUMEN

El ciberacoso es un fenómeno social con graves consecuencias para quienes lo sufren y el grado de conocimiento y ac-
tuación del profesorado es clave para su prevención e intervención. El objetivo de esta investigación fue examinar la 
relación entre el conocimiento, la percepción de competencia y la actuación de los profesores frente al ciberacoso en una 
muestra de 258 profesores de postgrado de diferentes nacionalidades. Se diseñó un cuestionario ad hoc y se evaluaron sus 
propiedades mediante la técnica de análisis factorial confirmatorio. Para evaluar la capacidad predictiva de las distintas 
variables sobre la conducta de ciberacoso, se realizó un análisis de regresión logística. Los resultados muestran que los 
profesores con puntuaciones altas en conocimientos y competencia percibida eran más propensos a actuar en casos de 
ciberacoso. Estos resultados ponen de relieve la necesidad de reforzar los planes de estudio de formación del profesorado 
en materia de ciberacoso para lograr intervenciones positivas contra el ciberacoso en las escuelas. Futuras investigaciones 
deberían seguir examinando los factores predictivos asociados con el éxito de la acción.

PALABRAS CLAVE  Ciberacoso; profesores; conocimiento; percepción de competencia; regresión logística.

https://link.springer.com/article/10.1007/s11218-014-9254-x
https://www.revistacomunicar.com/index.php?contenido=detalles&numero=56&articulo=56-2018-03
https://econtent.hogrefe.com/doi/abs/10.1027/2151-2604/a000278?journalCode=zfp
https://www.tandfonline.com/doi/abs/10.1080/21683603.2016.1194240
https://www.sciencedirect.com/science/article/abs/pii/S0360131512002965
https://www.sciencedirect.com/science/article/abs/pii/S0190740920306927
https://www.sciencedirect.com/science/article/pii/S1135755X16000117
https://www.sciencedirect.com/science/article/abs/pii/S0360131517302610
https://files.eric.ed.gov/fulltext/EJ1276291.pdf
https://bera-journals.onlinelibrary.wiley.com/doi/abs/10.1111/j.1467-8535.2012.01363.x
https://www.mdpi.com/2076-0760/8/1/21
https://www.sciencedirect.com/science/article/abs/pii/S1359178918300491
https://www.tandfonline.com/doi/abs/10.1080/17405629.2020.1860746
https://www.tandfonline.com/doi/abs/10.1080/15388220.2018.1507826
https://www.sciencedirect.com/science/article/abs/pii/S0160791X17302828
https://www.mdpi.com/1660-4601/16/3/434
https://www.mdpi.com/1660-4601/16/3/434
https://www.mdpi.com/1660-4601/16/6/948


INNOEDUCA

136Innoeduca. International Journal of Technology and Educational Innovation
Almudena Castellanos Sánchez, Beatriz Ortega-Ruipérez, Lucía Granados Alós & David Aparisi Sierra

some studies that have focused on analysing the victim’s perspective show that not all teachers react to 

cyberbullying (Chaves et al., 2020; Giménez et al., 2018).

It is now known that school climate is related to cyberbullying, a negative climate, a lower sense of 

belonging to the school by students, increases the likelihood of participating as a bully (Varela et al., 2018; 

Williams & Guerra, 2007; Wong et al., 2014). Within the school climate, the teacher-student relationship has 

also been investigated as a protective factor, positive relationships in schools, including school staff in fos-

tering them, help to build a more protective environment for students, however, an adequate level of knowl-

edge about cyberbullying among teachers is necessary for their support to be effective (Olenik-Shemesh et 

al., 2019; Varela et al., 2018).

Given this lack of empirical research to understand the importance of the teacher’s role in cases of 

cyberbullying, some studies have been emerging that shed light on the factors that influence teachers to 

intervene in these situations. Sardessai et al. (2021), based on the theory of planned behaviour, formulat�-

ed by Ajzen and Fishbein (1980), find that attitude, understood as the degree of a person’s favourable or 

unfavourable evaluation of a behaviour, is the variable that best predicts teachers’ intention to intervene. 

Previously, another study suggested that coping with cyberbullying is positively correlated with high levels 

of teacher empathy (Olenik- Shemesh et al., 2019). However, other variables that could also predict a teach-

er’s intention to intervene in a cyberbullying case, such as subject matter knowledge or self-efficacy, remain 

unexplained (Sardessai et al., 2021).

It has recently been found that positive family involvement in cyberbullying cases can be predicted 

from the level of knowledge about cyberbullying, perceived competence or self-efficacy, risk adjustment 

and attribution of responsibility (Gohal et al., 2023; Martín-Criado et al., 2021). Understanding how people 

behave when faced with a challenge or problem is one of the frequent topics of study in psychology. In this 

sense, social cognitive theory (Bandura, 1977) maintains that expectations of personal efficacy determine 

whether a coping behaviour will be initiated in the face of a problem, understanding self-efficacy as the 

beliefs that a person has about his or her abilities to perform an action. Numerous studies point to the 

self-efficacy variable as a significant predictor of behaviour (De Vries et al., 1988; Holloway & Watson, 2002; 

Schwarzer & Fuchs, 1996). The recent study by Maurya et al. (2023) aimed to study the relationship be-

tween parental self-efficacy, communication and cyber victimization and depression in a sample of youth 

in India. The results showed that young victims of cyberbullying improved their mental health as commu-

nication and parental self-efficacy increased. In this sense, the importance of the sense of self-efficacy in 

dealing with cyberbullying situations is observed. Similarly, considerable research reveals the important 

role of risk perception in human behaviour (Arezes & Miguel, 2005). The term risk can be defined as the 

possibility of an undesirable state of reality occurring because of natural events or human activities (Rohr-

mann & Renn, 2000) and in the social sciences, people’s views on risk are often referred to as risk percep-

tion. Precisely the fear of that perceived risk predisposes people to act, motivating them to seek protective 

measures, as maintained by the theory of protective motivation (Rogers, 1975). In turn, responsibility, un-

derstood as the demand both to others and to oneself of a response to an interpellation (Crespo & Freire, 

2014), has been extensively studied by social psychology. Attributing and assuming responsibility are re-

ciprocally related processes, as can be extracted from Heider’s (1958) theory of attribution, all this with the 

https://doi.org/10.1002/pits.22595
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aim of developing coping strategies. Despite the strategies, which in some cases are implemented, most 

teachers point out the lack of specific training to intervene (Cerezo & Rubio, 2017), and even to detect cyber-

bullying even when it affects students in their own classrooms (Montoro & Ballesteros, 2016). In this sense, 

greater involvement, specific training and intervention of teachers is necessary (Bevilacqua et al., 2017), 

as well as their training and planning to be able to intervene in the face of cyberbullying (Giménez-Gualdo 

et al., 2018; Nocentini et al., 2015).

1.1. The present study

Although previous research has shown the relationship between cyberbullying and several variables such 

as the perception of competence and knowledge in families in cyberbullying situations (Ho et al., 2029; 

Martín-Criado et al., 2021), there are not many studies that study exactly the relationship between cyberbu-

llying and these variables in teachers. Therefore, the present research pursues two objectives: (1) to study 

the relationship between the variable’s knowledge of cases, perception of competence and teachers’ per-

formance in cases of cyberbullying; and (2) to analyse the predictive capacity of knowledge and perception 

of competence on performance in cases of cyberbullying in a sample of teachers.

Based on the review of previous research, we expect to find differences in the variables studied. Specif-

ically, a statistically significant relationship is expected to be found between the degree of knowledge and 

action in cases of cyberbullying (hypothesis 1). With regard to perceived competence, a statistically signif-

icant and positive relationship is expected to be found between competence and cyberbullying behaviour 

(hypothesis 2). Finally, teachers’ knowledge and perceived competence are expected to be significant pre-

dictors of cyberbullying performance (hypothesis 3).

2. MATERIAL AND METHOD

2.1. Participants

A total of 295 teachers from different educational levels participated in the study, of which 37 were elimi-

nated due to errors in their responses to the questionnaire, after the use of a non-probabilistic sampling by 

convenience sampling. Therefore, the final research sample consisted of 258 active teachers in a graduate 

course in educational technology and digital competencies, using non-probability sampling by accessibility 

to select the sample. The average age of the teachers ranged from 29 to 65 years (M = 44.61; SD = 12.25) and 

the gender distribution was 52% female and 48% male. Using the Chi-square Test of Homogeneity of fre-

quencies distribution, it was proved that there were no statistically significant differences among Sex x Age 

(χ2 = 3.15; p = 0.37). The country of origin of the teachers was as follows: Spain (20.1%), Ecuador (31.8%) and 

Colombia (42.6%). All teachers work in different educational stages, from Early Childhood Education (0-6 

years) to Higher Education (17 years or more), with the Secondary Education stage (12-16 years) being the 

most numerous (46.1%), followed by Primary Education (6-12 years), representing 26%. Of the total number 

of teachers in the sample, 68.2% are working for more than 4 years, 47.7% of the teachers have more than 

6 years of experience, but there are also teachers who are working between 1 and 3 years (19.4%) and even 

some less than one year (12.4%).
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TABLE 1. Distribution of the number of teachers surveyed according to country of residence and specialisation

Teaching specialisation
Country of residence

USA Peru Spain Colombia Ecuador Belgium Switzerland Chile Dominican Rep.

Students 0-6 years old - - 11 3 9 2 - 1 -

Students 6-12 years old - 1 27 22 17 - - - -

Students 12-16 years old 1 2 7 64 42 - - - 3

Students 17 years 
and older - - 7 21 14 - - 3 0

Total 1 3 52 110 82 2 1 4 3

% Total Participants 0.4% 1.2% 20.1% 42.6% 31.8% 0.8% 0.4% 1.5% 1.2%

2.2. Instruments

The purpose of the research is to analyse the predictive ability of the variables knowledge and perceived 

competence of teachers on their performance in cases of cyberbullying. Given that cyberbullying is a re-

latively recent phenomenon, few measurement instruments have been developed that address teachers’ 

perceptions, in this sense, an ad hoc questionnaire is designed based on similar research (Li, 2008) to exa-

mine the teachers’ perspective on cyberbullying. The questionnaire consists of a total of 8 items relating 

to the overall construct, although divided into two main dimensions: knowledge about cyberbullying and 

self-efficacy or competence. The questions referring to the degree of knowledge of cyberbullying were the 

following: 1: Did you receive training on cyberbullying during your studies? What was involved?, 2: Have 

you received training on coexistence? What was involved?, 3: Have you received training on cyberbullying 

at school? What was involved?, 4: Does your school have a Code of Coexistence? What was involved? and 5: 

Does your school have a protocol against bullying? What was involved?, 6: Does your school have a protocol 

in case of cyberbullying? What was involved? The two questions referring to perceived competence and self-

efficacy were the following: 1: Do you see yourself as needing specific training on cyberbullying? Why?, and 

2: Do you know how to deal with cyberbullying in your school? What was involved? The questionnaire has 

been approved by the Scientific-Ethical Committee of the University with the code PI:035/2021. The ques-

tions were formulated in an open-ended manner so as not to condition the answers. These were analysed 

according to a system of categories developed from the data. The reliability of the category system was de-

termined by the independent scoring of the categories by two judges. The inter-rater reliability of the cate-

gories was calculated using the Kappa index of inter-rater reliability (Cohen, 1960), applied to each category. 

Agreement was quite high on all questions, with means ranging from .84 to .99 in the different categories. 

It should be noted that the questionnaire was validated by a committee of experts prior to its application. 

Figure 1 shows the different items.
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FIGURE 1. Questionnaire items

2.3. Procedure

Once the sample of teachers had been selected, a meeting was held to inform them of the objectives of the 

study, ask their permission, explain the evaluation instruments, and thank them for their collaboration in 

answering the questionnaire, which was completed voluntarily and collectively. Anonymity of study parti-

cipants was ensured by assigning identification numbers to the answer sheets. Researchers were also avai-

lable during the tests to clarify any doubts and to confirm the correct administration of the questionnaire. 

Compliance with the test was ensured, taking an average of 50 minutes to complete the test. This research 

complies with the ethical principles for the conduct of research involving human subjects according to the 

Declaration of Helsinki of the World Medical Assembly.

2.4. Statistical analysis

Firstly, an exploratory factor analysis was carried out on the 8 items of the questionnaire applied to the sam-

ple of teachers, and it was found that the items were grouped into 2 factors: knowledge about cyberbullying 

and perception of competence and self-efficacy. Once the model was estimated, confirmatory factor analy-

sis was carried out, which made it possible to assess the validity and reliability of each item of the question-

naire. Once it was verified that the estimated fit function reached the minimum, the quality of the model 

was analysed. To measure the goodness-of-fit, different indices were calculated, which report the extent to 

which the structure defined by the model parameters reproduces the covariance matrix of the sample data 

(CFI = .93, RMSEA = .005, GFI = .90).

For the analysis of the relationship between the categorical variable teacher performance and the rest 

of the variables, Spearman’s correlation coefficient was used, since these, in addition to being categor-

ical variables, do not comply with the assumption of normality (Powers & Xie, 2000). The interpretation 

of Spearman’s coefficient ranges from -1 to +1, indicating negative or positive associations respectively, 

0 zero, meaning no correlation, but not independence. The interpretation of the Spearman correlation 

coefficient values follows the following criteria (and considering absolute values): between 0 and .10: 



INNOEDUCA

140Innoeduca. International Journal of Technology and Educational Innovation
Almudena Castellanos Sánchez, Beatriz Ortega-Ruipérez, Lucía Granados Alós & David Aparisi Sierra

non-existent correlation; between .10 and .29: weak correlation; between .30 and .50: moderate correla-

tion; and between .50 and 1: strong correlation.

Secondly, a logistic regression analysis was carried out using the forward stepwise procedure following 

the Wald statistic to assess the predictive capacity of the study variables on acting in the face of cyber-

bullying. The variable “action against cyberbullying” (yes/no) by teachers was dichotomized based on the 

answers given to the questions. In this case, the probability of the event occurring (acting against cyberbul-

lying) was analysed using the Odds Ratio (OR), which is interpreted as follows: if the OR is greater than one, 

for example 2, for every time the event occurs in the presence of the independent variable, it will occur two 

times if this variable is present. Conversely, if the OR is less than one, e.g. 0.5, the probability of the event 

occurring in the absence of the independent variable will be greater than in its presence (Aparisi et al., 2021). 

Nagelkerke’s R² was used to assess the quality of the proposed models and their fit, indicating the percent-

age of variance explained by the model (Nagelkerke, 1991) and the percentage of cases correctly classified 

by the model or the predicted effectiveness.

Finally, for the static analysis, we used the program SPSS version 26.0.

3. RESULTS

3.1. Differences in teachers’ knowledge, perceived competence, and performance 
against cyber-bullying cases

As can be seen in Table 2, there is a positive and statistically significant relationship between the variable 

teacher performance in cyberbullying cases and knowledge of cyberbullying cases (p < .05), with the inten-

sity of the association between the variables being weak. In addition, there is also a positive and statistically 

significant relationship between the variable’s teacher performance and perceived competence (p < .05), 

with a weak association between the variables. Finally, there is also a positive and statistically significant 

relationship between the variable’s teacher knowledge of the cases and perception of competence, the in-

tensity of the relationship between the variables being moderate.

TABLE 2. Results derived from Spearman’s correlation between the performance variables

Performance Knowledge Perception of competence

Correlation coefficient 1 .21** .14*

Performance Sig. (bilateral) . .00 .02

N 258 258 258

Correlation coefficient .21** 1  .36**

Spearman’s Rho Knowledge Sig. (bilateral) .00 . .00

N 258 258 258

Perception 
of competence

Correlation coefficient .14* .36** 1

Sig. (bilateral) .02 .00 .

N 258 258 258

Note. **. Correlation is significant at the .01 level. *. Correlation is significant at the .05 level.
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3.2. Predictive ability of teachers’ knowledge and perceived competence in cyberbullying 
behaviour

Two predictive models were obtained from the results of the logistic regression analysis from teachers’ per-

formance in cyberbullying cases based on knowledge and perception of their competence (Table 3), each of 

them correctly classifying 79.4% of the cases (χ2 = 20.93; p = .00) and 78.2% (χ2 = 12.21; p = .00), respectively. 

The fit value (R2 Nagelkerke) of both models was .12 and .07, respectively. Odds Ratio (OR) indicate that tea-

chers are 57% more likely to act on cyberbullying cases as their score on the knowledge scale increases by 

one unit and 3.0 times more likely to act on cyberbullying cases as their score on the perceived competence 

variable increases by one unit.

TABLE 3. Results derived from binary logistic regression for the probability of acting on cyberbullying cases

Model Predictor variable B E.T. Wald p OR I.C. 95%

Performance

Knowledge . 45 .10 19.15 .00 1.57 1.28-1.93

Constant -2.45 .33 53.26 .00 .08

Perception of competence 1.09 .31 11.92 .00 3.00 1.60-5.60

Constant -2.60 .43 36.06 .00 .07

Note. B = coefficient; S.E. = standard error; p = probability; OR = odds ratio; C.I. = 95% confidence interval

4. DISCUSSION 
The aim of the present study was twofold. On the one hand, to study the relationship between the variable’s 

knowledge of cases, perception of competence and teachers’ performance in cases of cyberbullying; and on 

the other hand, to analyse the predictive capacity of knowledge and perception of competence on perfor-

mance in cases of cyberbullying in a sample of teachers.

Specifically, a statistically significant relationship is expected to be found between the degree of knowl-

edge and action in cases of cyberbullying (hypothesis 1). With regard to perceived competence, a statisti-

cally significant and positive relationship is expected to be found between competence and cyberbullying 

behaviour (hypothesis 2). Finally, teachers’ knowledge and perceived competence are expected to be signif-

icant predictors of cyberbullying performance (hypothesis 3).

The results obtained confirmed the three hypotheses of the study, as a positive and statistically signifi-

cant relationship was obtained between the variables knowledge of cyberbullying cases, perception of com-

petence and teachers’ performance. Furthermore, teachers’ knowledge of cyberbullying cases and their 

perceived competence were statistically significant predictors of teachers’ performance in cyberbullying 

cases. In line with previous studies, the results suggest that perceived competence and knowledge are key 

aspects of teachers’ performance in dealing with cyberbullying situations. In this regard, the study by Sard-

essai-Nadkarni et al. (2021) conducted with a sample of 402 teachers in India found that attitude, subjective 

norms, and perceived control over the situation explained 40.9% of the variance in intentions. Another study 

with 644 teachers in Israel showed that coping with cyberbullying is positively correlated with high levels of 
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empathy, communication with students and self-efficacy (Olenik-Shemesh et al., 2019). The aim of the re-

search of Hurtubise (2021) was to explore how teachers’ perceptions affected their likelihood of responding 

to varied cyberbullying scenarios (e.g., whether at home or school). Using multilevel modelling, this study 

investigated the relationships between teachers’ likelihood of response and key psychological factors and 

background characteristics, drawing on a convenience sample of 212 new and experienced teachers from 

England and the United States. Some of these factors include valence (severity of cyberbullying), expectan-

cy (level of teacher self-confidence), and instrumentality (confidence in selected task). Findings show that 

valence, expectancy, and location of the cyberbullying were statistically significant predictors of teachers’ 

likelihood of response to situations of cyberbullying.

Regarding teachers’ knowledge about cyberbullying, other research warns, for example, of the im-

portance of educating teachers about the need for cyberbullying prevention programmes (Hirschstein et 

al., 2007; Stauffer et al., 2012), or about school climate as a preventive variable (Cohen et al., 2009). In this 

sense, the study by Sidera et al. (2019), with a sample of 220 Pre-school and Primary School teachers, 

showed that 24.1% felt trained to deal with a situation of cyberbullying or traditional bullying, while the 

vast majority, 61.7%, were not sure they had the necessary skills and 14.2% admitted not feeling quali-

fied to deal with a case of these characteristics. Consequently, the authors point out the importance of 

training teachers in the field of cyberbullying in terms of protocols and prevention programmes adapted 

to the reality of each school. A meta-analysis study of nineteen programs reviewed from 2700 selected 

articles on cyberaggression and cybervictimization showed that only programs involving interpersonal 

interactions and stakeholder (including teachers) action demonstrated superior program effectiveness 

(Lan et al., 2022). Therefore, teacher training should be based on educational programs that allow teach-

ers to improve their understanding of the phenomenon of cyberbullying and be able to participate in the 

analysis of the causes, the extent of the consequences and the design of educational actions to address 

it (Barlett, 2017) and combine the implementation of strategies designed by experts with personalized 

actions according to the characteristics of the students and the school’s own culture (Del Rey et al., 2019). 

Recent research points to the importance of training teachers in social-emotional skills in the prevention 

of cyberbullying that impact the sense of self-efficacy when intervening when the problem manifests itself 

(Llorent & Núñez-Flores, 2024; Schoeps et al., 2018). Teachers with good social and emotional competen-

cies will be able to develop the same competencies more effectively in their students, thereby preventing 

and reducing youth involvement in cyberbullying. In this sense, the study by Gabarda et al. (2022) conclud-

ed, in a sample of 653 university professors, the need for training in teacher competencies as well as the 

importance of the perception of the problem and the sense of self-efficacy in dealing with cyberbullying 

situations among students. 

According to the third hypothesis of the study, perceived competence and self-efficacy is a significant 

predictor of the likelihood of cyberbullying intervention (Williford & Depaolis, 2016). According to Klassen 

and Tze (2014), self-efficacy, in the case of teachers, increases persistence in working with difficult students, 

influences teaching practices, as well as enthusiasm and commitment. The same is true for students: those 

who are confident in their competence in cyberbullying situations regulate their behaviour more successfully 

(Bussey et al., 2020). Teacher apathy, understood as the lack of interest or poor quality of the teacher’s perfor-

mance, in relation to the phenomena of indiscipline, influences cyberbullying, as the research carried out by 
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Ortega et al. (2013) also concludes. Many studies demonstrate that educators have knowledge of cyberbully-

ing and perceive it as an issue in their schools, yet the majority of them lack the necessary skills and training 

to deal with it (Çırak & Demirkan, 2023; Eden et al., 2013; Fredrick et al., 2023; Tomczyk & Włoch, 2019).

5. CONCLUSIONS
In conclusion, this study provides relevant information on the phenomenon of cyberbullying and teacher 

involvement. In this sense, this research confirms the existence of statistically significant differences in tea-

chers’ knowledge, perception of competence and performance in the face of cyberbullying.

In addition, teachers’ knowledge of the cases and perceived competence were statistically significant 

predictors of cyberbullying behaviour, as teachers with high scores on knowledge and perceived compe-

tence were more likely to act on cyberbullying. Developing resilience to cyberbullying involves conduct-

ing educational awareness programs (Ng et al., 2022), exercising self-efficacy, and utilizing technological 

knowledge (Achuthan et al., 2023). Acting effectively against cyberbullying in educational environments 

requires more digitally competent teachers in knowledge, skills (social and technical) and attitudes, espe-

cially as related to digital safety (Torres-Hernández & Gallego-Arrufat (2022). Teachers have a very important 

role in the education of students, not only at the academic level but also at the personal and emotional 

level, providing support. Teachers have the responsibility to show strong leadership within the educational 

system, to improve coexistence and to attend to all issues that occur in the school environment (Epstein & 

Kazmierczak, 2006). Likewise, educational institutions have the responsibility to prepare future profession-

als to be more competent in dealing with cyberbullying (Musset, 2010). Continuing education and training 

of future teachers in the university context will provide a valuable platform to promote school culture and 

attitudes in hopes of reducing cyberbullying situations.

5.1. Limitations and future lines of research

This research is not without some limitations. Firstly, although the technique used to select the sample 

guarantees its representativeness, it would be necessary to confirm the results found in this study at other 

educational levels (for example, in higher or university education). In this sense, it would be interesting to 

consider future longitudinal studies to verify the relationship between the variables in the long term. It is 

also worth bearing in mind the possible biases or limitations of teachers’ self-reported data, taking into ac-

count the effects of social desirability bias. In this sense, an in-depth qualitative evaluation of the responses 

would make it possible to control for such limitations. Secondly, it is important to consider the mediating 

effect of other personal variables (such as self-esteem, emotional intelligence), as well as social and family 

variables that may influence the relationship between cyberbullying and the variables under study. It would 

also be interesting to know the differences found in the present study according to the sex of the teachers. 

In this sense, it has been observed that women have higher scores in empathy, related to the feeling of 

self-efficacy in the classroom (Goroshit & Hen, 2016). Finally, this research aims to find out the predictive 

capacity of knowledge and the perception of competence on the performance of teachers in cases of cy-

berbullying. While it is reasonable to assume that there is an influential relationship between the variables, 
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future research could test this relationship by developing two structural equation models to test the more 

stable hypothesis or, if so, what is the strength of the relationship in both models.

From a practical point of view, the results of this study highlight the need to design and implement ed-

ucational intervention programmes aimed at improving teachers’ perceptions of competence. In this sense, 

self-efficacy beliefs are formed from four sources of information postulated by Bandura (1977): mastery 

experiences, verbal persuasion, vicarious experience, and affective states. The recent study by Gümüş et al. 

(2023) concluded that awareness of digital data security predicts sensitivity to cyberbullying.

Secondly, research has shown that teachers who are aware of cyberbullying situations are the ones who 

can finally do something to prevent or solve these cases. Therefore, it is essential to improve the channels 

of information and reporting of possible situations of cyberbullying among students. As stated by Romera 

et al. (2016), teachers and counsellors need clarifying knowledge and action models to manage groupings, 

work on improving classroom climate, developing social activities, analysing classroom relationships, and 

establishing interpersonal links. Finally, the collaboration of families and other educational professionals is 

essential to end this problem and reduce the negative effects on victims (Hellfeldt et al., 2020). In this sense, 

school and family are the two most important socialisation agents in students’ lives and should cooperate 

closely by educating empathy (Zhang et al., 2020). 

Teachers stated that knowledge about cyberbullying cases and training is essential to increase online 

self-efficacy. According to previous studies, teachers believe that they lack the necessary resources and that 

their professional training has not adequately equipped them to handle cyberbullying concerns (Fredrick 

et al., 2023). This finding can be very useful in creating and improving teacher training in Higher Education. 

Teachers with higher levels of digital competence are more adept at detecting and acting on cyberbullying 

cases. To successfully implement digital technologies in the classroom and enhance the quality of teaching, 

both educational institutions and policymakers need to establish appropriate regulations that encourage 

teachers to improve their digital skills, actively engage in digital technology education, enhance their per-

spectives and self-efficacy in its use, and foster the growth of digital competencies (Macaulay et al., 2018). 

According to some studies, although teachers claim that being trained in cyberbullying knowledge would 

be effective (Pelfrey & Weber, 2014), they lack confidence in their ability to identify and manage the problem 

(Barnes et al., 2012). Therefore, both training in improving the detection of possible cases of cyberbullying 

and improving the sense of self-efficacy through teacher training are two fundamental tools in solving the 

problem of cyberbullying.
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